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Executive Summary

•  Equifax was a 2017 ESG controversy where poor data security protocols, flagged well in 
advance, led to a large data breach compromising 150 million customers. Markets reacted 
with surprise to the breach as the company’s stock was sold off aggressively and credit 
spreads widened sharply. 

•  ESG rating agencies had flagged these cyber security issues well in advance, which 
investors chose to ignore. Credit rating agencies reacted only to the aftermath, with S&P 
moving to downgrade Equifax bonds in 2019 while Moody’s moved to downgrade in 2020. 
This was the first time a company suffered a ratings downgrade for cyber security concerns. 

•  Had investors paid more attention to ESG risk factors prior to the breach, they may have 
created the financial incentive for Equifax to act sooner. Higher costs of finance would  
have given management an incentive to reduce this identified risk and thereby avoid the 
ensuing market turbulence, remediation costs, fines and the significant reputational  
damage associated with the breach.

•  Engagement in fixed income offers an important opportunity to influence company 
behaviour. We believe that the cost of debt can provide an explicit signal to management  
of the need to act and may create an engagement opportunity more powerful than that 
offered to equity investors through proxy voting. If bondholders continue to be concerned  
by the company’s management of any ESG risks, there is ample opportunity for 
engagement during the looming debt refinancing cycle.
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Equifax Inc. (the company) is based in Atlanta, 

Georgia and provides information solutions, 

employment and income verification and human 

resources business process outsourcing services. 

Outside the US (about 70% of revenues), the 

company operates in Canada, Asia Pacific, Europe 

and Latin America, and has a joint venture in 

Russia. The company’s success is built on its 

reputation as a leader in managing and protecting 

data. In its core US credit reporting business, 

its principal competitors are Experian PLC and 

TransUnion LLC . 

In September 2017, the company reported a 

massive data breach that exposed sensitive 

information, including names, dates of birth, 

social security numbers, driver license numbers 

and addresses of almost 150 million customers. 

Crucially, this notification to its customers came  

six weeks after they had identified the breach.  

Hackers stole customer data using a security 

flaw in a tool for building web applications. 

The company had been warned of potential 

cybersecurity vulnerabilities in its systems long 

before the 2017 attack. The US Department for 

Homeland Security had alerted the company 

over vulnerabilities, but the company decided 

not to act on the information. Two of the leading 

ESG research and data providers, MSCI and 

Sustainalytics had both expressed serious 

concerns and raised red flags around the 

company’s exposure to and mismanagement  

of key privacy and data issues.

The data breach prompted the resignation of  

CEO Richard F. Smith and investigations by  

federal regulators, multiple states’ attorneys 

general, and the company faced several civil 

lawsuits. The financial implications of the data 

breach for the company ran deep and are still 

coming to light in 2020. The US class action 

settlement1 relating to the company’s failure to 

protect key personal information of its clients led 

to fines and compensation, which are still to be 

determined but estimated as high as $800mn, this 

settlement requires the company to spend $1bln 

over five years from the start of 2019 to improve 

its data security, on top of a similar amount it has 

already spent since the breach. The US settlement 

also requires the company to obtain third-party 

assessments of its processes every two years.

In one sense the company was fortunate: its 

breach happened too soon to be caught by the 

financially punitive regime of the EU’s General Data 

Protection Regulation (GDPR), which came into 

effect in May 2018. The GDPR’s rules could have 

cost Equifax a further 4% of its global revenue, 

which could have totalled an additional $136M 

on top of their agreed settlement in the US.  

Companies taking risks around cyber security may 

be less fortunate when the next incident strikes. 

1  US courts gave final approval to the settlement and overruled all objections on January 13, 2020. However, some of those that 
objected to the settlement have now appealed the court’s decision to approve the settlement. By order of the court, the settlement 
cannot become final until all appeals are resolved and there is currently no timeline for the resolution of these appeals. Further details 
at https://www.equifaxbreachsettlement.com/

1. The Equifax data breach



There was little indication from credit spreads 

that bond markets were unduly concerned by 

the company’s cyber risks. Figure 1. illustrates 

the spread decomposition for Equifax 3.3% 2022 

bonds2. The estimated spread shows where 

a bond with similar characteristics would be 

expected to trade, and we can see that from 2013 

to 2015 Equifax bonds closely tracked this line. At 

this point Equifax had a B ESG rating from MSCI, 

and investors were typically paid around 10bp to 

compensate for exposure to poorly managed ESG 

risks. 

In 2016 MSCI downgraded Equifax to its lowest 

rating of CCC and we can see that while investors 

typically demanded a 50bp premium for exposure 

to CCC ESG risk, Equifax bond investors did not.  

Equifax 3.3% 2022 bonds appeared expensive 

relative to a typical CCC ESG rated bond of 

similar characteristics, and only traded in line 

with our model for a few months following the 

announcement of the breach in September 2017 

before returning to previous rich levels. This is 

slightly surprising given that fines and remedial 

actions arising from the breach where expected 

but unquantified, and the possibility of reputational 

damage or further cyber-attacks could not  

be ignored.  

The bond market became less concerned about 

risk in 2018 and 2019 and all spreads ground 

tighter and the premium for lower ESG rated 

bonds fell to close to 0. Equifax bonds under-

performed this rally and by early 2020 were trading 

in line with peers. The pandemic and associated 

turbulence has made any model questionable,  

but as a relative calm has returned to the market, 

we can see that Equifax bonds are once again 

trading expensive to peers.  

The market attached a low premium to  

Equifax’s bonds when its risks were identified  

but unaddressed and when the consequences  

of the breach were unquantified. However, the 

most striking, and unexpected, feature of the 

Equifax story is that it under-performed only in 

2019 when other issuers with poorly managed 

ESG risks caught up.

2  Credit markets compensate investors for a multitude of risk factors, including default, downgrade and liquidity. We use our data analytics suite 
(CaTo) to enable portfolio managers to screen for investment opportunities and to support portfolio construction and credit analysis. CaTo allows 
us to model and understand the composition of credit spreads and interaction between credit and material ESG risk factors. Integrating material 
ESG risk factors in issuer selection complements our fundamental credit factor assessment.

2. Market Reaction – surprise before return to complacency

Figure 1: Spread decomposition
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The rating agencies initially took only moderate 

measures in response to the breach. S&P affirmed 

its BBB+ rating but revised its outlook to negative 

from stable. Moody’s said the breach was credit 

negative as it would impede earnings growth but 

said its Baa1 rating was unaffected.  

S&P waited until March 2019 to downgrade the 

bonds to BBB, citing “weaker-than-expected 

operating performance” and kept the outlook as 

negative owing to the likelihood of significant fines 

and additional regulatory actions related to the 

breach. In May 2020 S&P moved to exclude the 

company from its sustainable version of its S&P 

500 index for being in the bottom quarter of ESG 

scores among S&P 500 members.

Moody’s moved to downgrade the bonds by 

one notch to Baa2 (equivalent to BBB) in April 

2020 owing to the additional cost of the new 

cybersecurity infrastructure investment combined 

with fines which weakened the company’s free 

cash flow and coupled with economic headwinds 

facing the sector following the Covid-19 outbreak.

3. Credit rating agency response – lagged

4. ESG rating response – timely and informative

MSCI ESG research had downgraded the 

company to ‘’CCC’’ rating (it’s lowest possible 

score) as early as August 2016 and significantly  

a score of 0/10 in the Privacy & Data Security Key 

Issue. While Sustainalytics rated the company 

as a persistent ESG “Under-performer” within its 

industry group ranking it in the lowest decile out  

of 93 research and consulting firms. In contrast  

the credit rating agencies did not separately 

identify this non-financial risk ahead of the  

breach during their periodic rating reviews.  

Having clearly flagged potential cyber security 

risks prior to the breach, in August 2019 MSCI 

upgraded from their lowest CCC ESG rating 

to BB, based on the comprehensive response 

by the new CEO including refreshing the board 

and implementing more robust new privacy and 

cybersecurity controls. However, MSCI today still 

conclude that Equifax remains an industry laggard 

and is in the bottom quartile for Privacy & Data 

Security and for Financial Product Safety issues.

A question we are often asked is which is more 

important – the ESG or credit rating? Equifax had 

a BAA1 credit rating prior to the breach with CCC 

ESG rating. Post the announcement of the breach 

Equifax improved data security leading to an 

improved ESG rating of BB, but the associated cost 

causing a credit rating downgrade to BAA2. This is 

a slight simplification of the story, but it does raise 

an interesting question – given the choice, would 

investors have voted for Equifax to improve their 

ESG rating at the expense of their credit rating?  

Given two identical companies, would investors 

prefer the BAA1 credit rating and CCC ESG rating 

or in a parallel universe a version of Equifax that had 

avoided the breach by improving data security at 

the expense of their credit rating. This question goes 

to the heart of the interaction between credit and 

ESG ratings: spend now and improve risk mitigation 

at the expense of shareholder returns or credit 

downgrade; or take the risk as Equifax chose to.  

5. Credit or ESG rating – investment implications
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The CaTo credit model helps us answer this 

question. We can compare Equifax against two 

alter egos. The first, the risk- loving Equifax, has 

a credit rating of BAA1 and ESG rating of CCC 

(the red line in figure 2) and the second, a more 

prudent Equifax, that has chosen to improve data 

security prior to the breach and has a poorer 

credit rating of BAA2 but better ESG rating of 

BB (the green line in figure 2). We also show the 

estimate for the actual Equifax bonds that had  

an ESG and credit rating that varied over this 

period (the dotted blue line in figure 2).  

Prior to 2016 we estimate that the bonds of a 

prudent Equifax management approach would 

have a higher spread than the risk-loving version. 

Investors paid more attention to credit quality than 

to the ESG rating. This situation reversed mid-2016 

when the bonds of the prudent Equifax trading 

tighter. At this point it would lower a company’s 

financing cost (to the benefit of credit investors)  

to target a higher ESG rating at the expense of 

their credit rating. 

This analysis is based on a very large universe 

of bonds and clearly there will be bonds and 

issuers that differ from this average trend. We 

can see in the previous figure 1 using the same 

model that Equifax investors did not mark the 

bonds down despite the CCC ESG rating as 

they did for other issuers. This highlights the 

importance of ESG integration as had investors 

paid more attention to the poor ESG rating it 

would have made financial sense for Equifax to 

react prior to the breach, avoiding unnecessary 

market volatility, fines and reputational damage 

for a data security upgrade they were obliged  

to implement anyway.  

Despite the improvements made to data security, 

Equifax remains an industry laggard and is in the 

bottom quartile for Privacy & Data Security and 

for Financial Product Safety issues. We find that 

we are being offered a slim additional spread, 

under 5bp, to accept the remaining ESG risks, 

with the still relatively low BB overall ESG rating 

being offset by the upward momentum in the rating 

(which in some regions has been found to be more 

important for equity performance than the actual 

rating). Given the slim premium on the bonds and 

the remaining ESG related risks we do not own 

the bonds believing there to be more attractive 

alternatives with stronger ESG credentials.

Source: CaTo

Figure 2: What is more important – credit or ESG rating?  
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1.  Failing to manage ESG risks has financial 

consequences – by addressing known IT 

vulnerabilities and improving its cyber security 

measures at the expense of short-term profits 

the company could have avoided considerable 

regulatory fines, settlement costs and the 

resultant severe reputational damage.

2.  Rating agencies and credit spreads did not 

reflect this ESG risk prior to the breach. It is 

worth noting that credit rating agencies are 

now increasingly citing ESG factors in their 

assessment of credit quality3. 

3.  Our analysis concludes Equifax bonds do not 

currently provide enough compensation to take 

on future cyber security risks or the uncertain 

economic environment for the company.

4.  Had investors paid more attention to ESG risk 

factors prior to the breach, they may have 

created the financial incentive for Equifax to 

act sooner. Higher costs of finance would have 

given management an incentive to reduce this 

identified risk and thereby avoid the ensuing 

market turbulence, remediation costs, fines and 

the significant reputational damage associated 

with the breach.

5.  Engagement in fixed income offers an important 

opportunity to influence company behaviour.  

We believe that the cost of debt can provide an 

explicit signal to management of the need to 

act and may create an engagement opportunity 

more powerful than that offered to equity 

investors through proxy voting. If bondholders 

continue to be concerned by the company’s 

management of any ESG risks, there is ample 

opportunity for engagement during the looming 

debt refinancing cycle.

3  Despite the claim to integrate ESG we are not sure rating agencies would have acted differently today. Ratings are still typically based on published 
ratios and the rating agencies wait for risks to develop before reacting, covid19 being a good recent example. 
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6. Lessons learnt – overlooking ESG risks can be costly

What lessons can investors learn from the Equifax ESG controversy and how may 
we apply these to corporate issuers more broadly?
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